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JOB SEEKER SCAMS IN AJC

As we all know the internet can be a scary place. You
never know who is watching!

So we all need to be vigilant on what sites we use or links
we click on. As always if the sites are not from a trusted
source, don’t open them up.

Entering personally identifiable information (PIl), even
leaving our desks without locking our computers can be a
hazard. As DES staff is trained to avoid such situations
(yearly), we should also advise our clients to use such
caution.

Within the past few months the Employment
Administration has been notified of an Employer scam
currently utilizing AJC to contact job seekers for jobs. We
have only seen that the scam comes in the form of an
email as seen below:

From: United Healthcare <info@unitedhealthcareinc.com>
Date: October 10, 2013, 9:25:04 AM MST
Subject: Employment Opportunity (Arizona’s Workforce
Connection)
Dear Applicant

Your resume on (Arizona’s Workforce
Connection) has been reviewed and forwarded to the Head
of Operation (United Healthcare) and you have been
considered and scheduled for an online interview to
discuss more about the job position that you are to
occupy. You are required to set up a yahoo messenger
account or download a Yahoo IM
(http://messenger.yahoo.com/download/) on your
desktop if you don't have one. After this process; you are
to add Mrs. Katina Wilson on her Yahoo IM, email is
(mrswilsondesk1@yahoo.com ) to your yahoo buddy list
ASAP for the job briefing and comprehensive details. She
is online waiting to talk to you ASAP.
Time: ASAP
Venue: On line Via Yahoo Messenger
Training is Available
Human Resources
Your swift and timely response matters a lot in this
beneficial position.
Best Regard
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Job Seeker Scams in AJC cont....

United Health Care is aware of the scam and has
addressed it by posting the following blog:

United Health Care’s blog
Be Wary of Job Posting Scams
Posted 4/23/2013 by smanley

“Please note that UnitedHealth Group will never request
you download software or pay a fee of any sort to explore
employment opportunities with our company.
UnitedHealth Group will never conduct interviews via
Yahoo Messengers accounts. UnitedHealth Group does not
require any purchase or payment to submit a resume or
apply for a job. UnitedHealth Group job openings may be
accessed through careers.unitedhealthgroup.com. Any
internet job posting that does not link to the job postings
page on careers.unitedhealthgroup.com is not a legitimate
UnitedHealth Group job posting and may be fraudulent.”

AJC provides a generous amount of information to avoid
scams in multiple forms. Located on AJCs home page is
the PROTECT YOURSELF page. This page details the types
of scams that are used against job seekers.

Take the extra step and inform our job seekers that come
into the office to utilize this information. Advise job
seekers to visit the trusted websites provided at the
bottom of the Protect Yourself page and learn as much as
they can to protect their information from those that
would take advantage of them.



mailto:info@unitedhealthcareinc.com
http://../
http://../
http://office.microsoft.com/en-us/images/MC900195824.aspx

Page 2

AZ Job Connection Newsletter

REQUEST FOR EMPLOYER RECORDS

12.4 ENHANCEMENTS

REQUEST FOR EMPLOYER RECORDS

There have been several months of confusion
concerning whom to contact for AJC Employer records.
Some Employers may have questions about their
account. As a reminder please do not contact the ‘DES
Custodian of Records’ for this information. DES
Custodian of Records does not have access to AJC;
therefore cannot assist them with their account.

Staff or employers can contact the EA Helpdesk at
EAHelpDesk@azdes.gov for assistance.

To expedite all inquiries must include the following
information in the email:

< SUBJECT: EMPLOYER INQUIRY
e Employer name & FEIN
¢ Name of person calling
e Employer name and username
e Problem or request

BEST WISHES FOR THE HOLIDAY’S
Holiday months are just about here and the

Employment Administration would like to wish you

and your families the best. May you all receive
peace, love, and joy this season!

12.4 ENHANCEMENTS

New updates to the AJC application are in the works
with our vendor AJLA-TS. We expect to have 12.4
released to the AJC application beginning of the New
Year 2014. Most of the changes to be release are bug
fixes and background coding that will not have an
effect on your daily work.

As there have been changes in the past that were not
effectively communicated to staff; the EA/IT Section is
currently working on 12.4 Release Documentation.
This documentation will consist of process changes. So
be on the lookout at the end of the year for this
document.
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KuDOS TO FIELD STAFF

We would like to say “Thank You” to several field
staff that has been recognized as having gone
the extra mile to support our customers and
clients.

Thank you for your continued support and hard
work.

Minerva Pichardo in San Luis with Unemployment
Theadore (Ted) Martello in Flagstaff with Veterans
Unit

Your helping hand is DES’s legacy!
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WHO TO CONTACT

AJC Newsletter Contact Information:
Employment Administration
1789 W. Jefferson Phoenix, AZ 85007

E-Mail Addresses
AJCInfo@azdes.gov - Newsletter staff

EATraining@azdes.gov - EASU Training
Section

EAHelpdesk@azdes.gov - EA/UI Help Desk
(602.542.2460)

Have a comment or question?
Have a suggestion for an article?
Need more information?
Send us an e-mail;

We would love to hear from you!

Would you like to read previous A/C
Newsletters?

Using the link below:
https.//www.azdes.gov/main.aspx?menu=_2
58&id=2198
On the left you of the page will find a list of
links, click One-Stop Information and the

drop down opens up to the AJC Newsletter
PDF file.

WHEN CALLING TO REPORT AN AJC SYSTEM ISSUE

Please have the following information available:

e Who is having the problem

e Where they are physically located

e User-id and Station Desk (Participant ID or
Employer ID, if applicable)

e Brief description of the error

e Exact steps taken to create the error, starting
with the goal that was not satisfied

e Error number, if applicable

e URL of the page where the error occurred

CALLING TO REQUEST AN AJC CHANGE!

USE THESE GUIDELINES
Please provide the following information to the EA
HelpDesk by using the attached form:
Services, Exit Dates, and Enrollment Date Changes:
Participant Name
Participant ID
Program ID
Enrollment ID
LWIA (If applicable)
Office
Reassigning Offices:
Participant Name
Participant ID
Program ID
Enrollment ID
LWIA (If applicable)
Office From
Office To
Case Notes:
Participant Name
Participant ID
Program ID
Enrollment ID
LWIA
Office
o Client notes (universal)
Program notes (program)

[e)
o Enrollment notes (enrollment)
o Date of note and subject line

O 0O o0ooo o



mailto:AJCInfo@azdes.gov
mailto:EATraining@azdes.gov
mailto:EAHelpdesk@azdes.gov
https://www.azdes.gov/main.aspx?menu=258&id=2198
https://www.azdes.gov/main.aspx?menu=258&id=2198

Page 4

AZ Job Connection Newsletter

STEPS TO PASSWORD RESETS

PASSWORD RESET STEPS

After the great success of sending out the Password
Reset steps, we have been asked to resend them with
this newsletter. As requested the English version is
listed below. Should you need assistance with these
steps please contact the EA HelpDesk for further
assistance.

How to Change Your Password in the Arizona Job Connection
(AJC) Website

Option 1 - Password Reset

Access the website at www.azjobconnection.gov
Click on ‘Forgot Your Password?’

Enter the username then click ‘Continue’

Enter the answer to the Security Question:

Hint answers for ‘What is your father’s middle name?’

Your last name and the full 8 numeric characters of your
birth date (mmddyyyy). Do not use dashes (--) or slashes
(//) in your birth date and no spaces between your last name
and birth date. For example, “Smith05221965”

You may also try answering with your father’s middle name
Hint answers for ‘Pet’s Name’

Your last name and the full 8 numeric characters of your
birth date (mmddyyyy). Do not use dashes (--) or slashes
(//) in your birth date and no spaces between your last name
and birth date. For example, “Smith05221965”

Your birth date (mm/dd/yyyy)

You may also try answering with your pet’s name

Hint answer for ‘What is your birth date?’

Your birth date (mm/dd/yyyy)

If you are an Employer, your answers may be:

Your Federal Employer Identification Number (FEIN)

Your own Security Question and answer

If there is no Security Question and answer, you will be
prompted to reset your password by email

5. Click ‘Continue’
Pick a new password. AJC requires users to create strong

passwords by using a combination of letters, numbers and
the following special characters: |@#3$%A*()+={}:;2/.,\~—

PASSWORD RESET STEPS CONT...

Option 2 - Email Password Reset

Access the website at www.azjobconnection.gov

Click on “Forgot your password?”

Click on “Email Password Reset”

Enter the username then click ‘Continue’

A link to reset your password will be emailed to the email
address that is listed on your www.azjobconnection.gov
account.

Click on the link provided in the email and follow the
instructions to create a new password.

Some additional information for all job seekers:

After you have successfully changed your password, you will
need to activate your PLUS Account.

Establishing the PLUS Account and adding a resume will
COMPLETE the initial registration process.

To activate your PLUS Account go to ‘My Home Page’ and then
select ‘Add/Edit a PLUS Account’.

You will be required to accept the Equal Opportunity
Statement, Information Privacy, and Consent for Sharing
Information statements to continue with your PLUS Account
registration. DES also recommends that you check the
following program service providers in this section:
Unemployment Insurance, Vocational Rehabilitation, Adult
Education, Community Services Block Grant, Employment &
Training Activities and Postsecondary Vocational Education.
This will allow DES staff access to your registration to add
case notes, activities, and services to assist you in reaching
your career goals.

The last step is to add a resume by going to ‘My Resumes’
and selecting either ‘BUILD, ‘UPLOAD’ or ‘COPY & PASTE’ a
resume.

You will have successfully activated your PLUS Account when
you see, “Your plus account is active” (in green).

If you have any questions or concerns, please contact the EA
Helpdesk at (602) 542-2460.
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AJC FREQUENTLY ASKED QUESTIONS
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Q = Question orissue

A = Answer

Q: HOW TO ASSIST A CLIENT WITH THEIR USERNAME
AND PASSWORD RESET?

A: From the Staff AJC home page (left side), select

CLIENT and then USER LOOK UP.
e  Enter the SSN, Last & First Name or Part ID.
e  Click on the SEARCH button.
e  Click on USERNAME to display client

information:
o Username, Security Question and
Hint answer.

The Case Manager can then provide the client with
their Username and assist them with resetting their

assword.

Q DELETE REQUESTS ARE NO LONGER SENT TO THE EA
HELPDESK. WHO SHOULD RECEIVE THESE EMAIL
REQUESTS?:

A: All LWIA system maintenance requests MUST be

routed on LWIA Request Form through the assigned Regional

Director (RD). ONLY RDs will send LWIA system maintenance

requests to EA-WIA@azdes.gov (+EA WIA).

Q: DO THE ‘WIA DENIED ENROLLMENTS’ COUNT TOWARDS
AN OFFICE PERFORMANCE AND ACCOUNTABILITY?

A: ‘WIA Denied Enrollments’ will not count towards the
performance and accountability of an office or Local
Workforce Investment Area.

If one does, Regional Directors can send a completed LWIA

Request Form to the EA-WIA@AZDES.Gov email so an ESA

analyst can research the issue.

Q: A UTAH PROVIDER WANTS TO KNOW IF THEY CAN BE
A PROVIDER FOR ARIZONA.
A: Arizona has a mutual agreement with Nevada, Utah,

and New Mexico that allows Arizona to send
participants to schools listed on these state’s ETP

lists.
Note: Arizona does not have a mutual agreement with Colorado.

Q: A TRAINING PROVIDER LOGS IN TO AIJC AND
GETS AN EDIT MESSAGE THAT SAYS: ‘ETP ERROR
USERNAME AND PASSWORD ENTERED ARE NOT ON FILE’.
A: This is a system error that occurs when the
USERNAME is invalid. This could occur when the system is
experiencing technical difficulties. The provider or staff
person needing assistance, should contact the EA
Helpdesk at EAHelpDesk@azdes.gov or (602)542-2460,
the issue will be routed to the appropriate staff.

Q: WHO DOES THE WIA STAFF CONTACT WHEN THEIR
AIC ROLES CANNOT BE LOCATED?

A: WIA staffs need to contact their Regional Direct. If
the role in question is a Regional Director Role, contact
Connie Fraijo at CFraijo@azdes.gov

Note: This is for WIA staff only.

Q: WHO TO CONTACT FOR WOTC LOGIN ISSUES?
A: The following WOTC staff is available for all WOTC
inquires

WOTC Staff Email Address Phone
Frances Savedra, FSavedra@azdes. 602-771-
WOTC Specialist gov 0906
Claudie Flowers, cflowers@azdes. 602-771-
WOTC Specialist gov 0892

Q: JOB SEEKER WANTS TO DELETE THEIR CURRENT
TALENTS.
A: From the Job Seeker home page
Select “Talents”
Select “View Combined Talents” to display a list of
all Talents.
Select “Remove” to remove desired Talents

Note: The Jobseeker will only have Talents listed if they
have a completed Resume on their account.

Q: CASE MANAGER IS UNABLE TO CREATE CASE
NOTES OR ENTER ACTIVITIES FOR AN AJC APPLICANT.

A Verify the Case Manager (CM) is assigned to
the correct office for that client. If the office is correct and
the CM still cannot add case notes and/or enter Activities
to an open Enrollment, contact the EA Helpdesk at

EAHelpDesk@azdes.gov or (602)542-2460, the issue will
be routed to the appropriate staff.
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“MY ACCOUNT” IN AJC

WHO MOVED MY CHEESE QUOTE
"Life is no straight and easy corridor along
which we travel free and unhampered,
but a maze of passages,
through which we must seek our way,
lost and confused,
now and again checked in a blind alley.

But always, if we have faith,
a door will open for us,
not perhaps one that we ourselves would ever
have thought of,
but one that will ultimately prove good for us."

A.J. CRONIN

“MY AccouNT” IN AJC — REMINDER

Now that we have been in the AJC application for
over a year we would like all Staff to review the
information under My Account. This is to ensure
that the information recorded is complete. After
logging in and selecting the My Account link. All *
fields should have correct and accurate
information. My Account is also where you can
select a security question and answer.

d - Windows Internet Explorer
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Sedona, AZ in the fall
Fall Poetry:

GATHERING LEAVES
Spades take up leaves
No better than spoons,
And bags full of leaves
Are light as balloons.

| make a great noise

Of rustling all day

Like rabbit and deer

Running away.

But the mountains | raise
Elude my embrace,
Flowing over my arms
And into my face.

I may load and unload
Again and again
Till I fill the whole shed,
And what have | then?
Next to nothing for weight,
And since they grew duller
From contact with earth,
Next to nothing for color.
Next to nothing for use.
But a crop is a crop,
And who's to say where
The harvest shall stop?”
— Robert Frost
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