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AHCCCS wants to share an important reminder about protecting patient information in email
communications. In recent months, AHCCCS has seen a noticeable increase in unsecure emails
from providers, some of which are being sent directly to us without the proper safeguards in
place.

In addition, AHCCCS has received a growing number of complaints from members and other
providers regarding unsecure communications. These trends underscore the importance of
following required privacy and security practices to protect sensitive health information.

AHCCCS understands how essential it is for providers to keep electronic communication secure
and compliant. While HIPAA does not set specific rules for email itself, it does require safeguards
that protect the privacy and security of protected health information (PHI) whenever it is shared
electronically, email included.

Below are key practices that help ensure compliance and protect patient privacy.

Key HIPAA Email Requirements

Use encryption for any email containing PHI.

+ Encryption prevents unauthorized access and is a required technical safeguard under the
HIPAA Security Rule.

Verify recipient identity before sending PHI.
+ Double-check email addresses and use systems that support secure authentication or
multifactor authentication.

Follow the “minimum necessary” standard.
* Onlyinclude the PHI needed for the purpose of the communication.

Ensure staff are trained on secure email practices.

+ Training should cover encryption, identity verification, access controls, and proper
handling of PHI.



Apply appropriate access controls.
« Use unique user IDs, role-based access, automatic logoff, and strong authentication
methods.

Monitor and audit email activity.
+ Regular reviews help detect unauthorized access or inappropriate use of PHI.

Maintain clear policies and procedures.
+ Policies should address encryption, identity verification, data minimization, training,
monitoring, reporting incidents, and disposal of PHI.

Obtain patient consent when emailing PHI to them.
+  While not explicitly required, it is best practice to inform patients of risks and document
their preferences.

Dispose of emails containing PHI securely.
+ Delete PHI using approved secure disposal processes, and ensure vendors follow
compliant deletion practices as well.

Why This Matters

Implementing these practices helps protect patient privacy, reduce organizational risk, and
maintain compliance with HIPAA requirements for electronic communication.

If you believe that any organization or individual covered under HIPAA Privacy or Security Rules
(“covered entity”) has violated a patient's health information privacy rights or has otherwise
failed to follow HIPAA Privacy or Security requirements, you may file a complaint directly with
the Office for Civil Rights (OCR).

For instructions on how to submit a complaint, visit OCR's complaint submission page.



https://jvm9c9yab.cc.rs6.net/tn.jsp?f=001Z7-Yw00veGhB_4vSJCdmiNGNMz1-yFNtSOS-v5yDTmQsn9jNm9nNS8fTBu-G63PcwcJBoCSN3CLmFHP2etDlgJ0fOmzPHWH5sR4K2jMY2_WRclP2nJr2okvdWMpkwtAVswu8WZWGx7x4zyXCOfiHmaXg-wnSl1tAW5_0NJ-K0xyq5oX8SUDXA-m24V1uX4P_wu433xhhUSRGrd9Fls1mb4FI-XFolQhSN2HXrimRMYq6YYDTxe_NBgC4kTPLj2sJSgpEqr9J_9wlCJ5BzIzGQRIBavQOc9c4XlEsPEPnJevE8Yn4oR6R63kmZ91fx_jQDeUyB5hCsTlfLvsazk5F2F21ODWmJwl5QSz1RDJBuKNmCJmrkvGLUsNkNnXNyWXUHhUloRXFlXZp3kxCdJ0xw2FbMGGZNPTU8xf_T3hnw28KpyjJDju7U7FO3jPCws8RckRSMcXt4aCBUIh-ResLurcD7bylu4hqgpc5Lg_Y1vNgBt2j3igE66zXNVs5DHP9mk49vC1q-ytD5NB9n3CJh29zqTmAZvm2Jw-tSnr8wuedB7BwnisBg7kQ2jDUm2qnXKtNNYdPeWnCDGJpQBPUmm750okQRb3PtbvAuPsj32oV-fBxdiytkbL8BdZuN5qm5H-x-p1tSucGhKpSFXl1Qm1JTdyQCcp6VfDyNcCPI4KU2CcRPE7tjdU5BHTZwCUpN_3XqnDKdzprtZdtcJrMmadujrJ_Cj1LsbC7YMzkUpNEs4zvRt4HdHtqAFEJxvUyEx6VaFWwou4Pwr3rkSgKSQGdJEFHkFG4u3qnM2Jny_2sFffrsl0T5fQ-P8RHtNaV&c=XvXsc6SnBDEwLk5eU2WBm2UMgs924yfvmWJjs8GTx0gQD-4583R-Uw==&ch=37dV3wmTfhN6cg7P2w8Qc6xgQ_2qmKAKLvsIV579LAi99qq9XzljzA==



