Division of Employee, Support Services
(DESS)

Network Computer Systems (NCS)
Secured Email Manual

“Welc_ome to*“
Quick
“Connect”

=

ATy

How to Retrieve and Create a
Secure Email Account

(For ALL Licensing Agency Staff utilizing the Foster Home Licensing
Application ‘Quick Connect’)

Created by: MG Security Anaylyst
5-9-07



In order to use the DES Foster Home Licensing application (a.k.a. Quick Connect) you must have
a login id and password. Your initial login id and password will be sent to you via Secured Email.
The same process will take place when and if you need a password reset.

The procedure below shows how to setup your Secured Email profile for the first time. Once the
profile is setup you never have to do it again unless you forget the password to the secured email

that you selected.

The first time you receive a Secured Email from anyone in DES you will need to create a profile.
The email you will receive should look something like this (see below).

¥ [SecureMessenger]: Quick Connect Password - Message (Plain Text) - | Ellll

File Edit Wiew Insert Format Tools  Actions  Help
aReply | fReplytoal | i Forward | o S | od | W [ LY Kla-a-N -Q)E

Fram: Grant, Matthew, M [MatthewGrant@azdes. gav] Sent:  Tue 5/8/2007 4:42 PM

To! mgrant@cox, net
o
Subject: [SecureMessenger]: Guick Connect Passward

"Grant, Matthew, M" <MatthewGrantBazdes.gov> has sent you a secure email message. ;I
To retriewve the message, you must register here:
https://secure.azdes. gov/register/e7dodide

=

Click on the link that you received in the Secured email
(https://secure.azdes.gov/register/e7d9d06e)
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If you are using Internet Explorer 7 you may see a screen like the one below.
see this screen you will need to click on the “Continue to this website (not
recommended).* to move to the next screen.

Certificate Error: Navigation Blocked - Windows Internet Explorer

(-] |
| Ble Edt View Favorkes Took  Help
i) [ tpsiisenure ardes. acviiainrarzar = | #2 || 5| [sa0a 2|~
* 4% (& Certificats Error; Mavigation Blocked | | J E}j Home - pég Print - ;P Page - @j Tools = @He\ - //" Edit. -
El
_a
‘@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.
We recommend that you close this webpage and do not continue to this website.
@ click here to close this webpage.
% Continue to this website (not recommended).
® More information
<]

Done [T T [ | mtemet

The next screen that should appear will look like the screen below.

{2 Welcome to SecureMessenger™ idows Internet Explorer

% v g

_8]x
| Ble Edt View Favorkes Took  Help
@_':) v |2 httosiifsecire azdes.qovivenisterfe7dad0se =1 conicate Enor || || X | [oecae p -
* 4% (& welome to SecureMessenger™! | | J {2}1 Home - r,.j.q Print = 2 Page - @} Tools - @He\ he //" Edit -
=l
1
Welcome to SecureMessenger™!
mgrant@cox.net
In order to set up a secure mail account, please provide the following information:
1. Enter a clue that will help remind you of the passphrase that you will enter in step 2.
|
H
2. Enter the secret passphrase that will allow you to unlock your message.
3. Re-enter the passphrase:
Hit the 'Send Registration’ button when you are finished.
Send Registration
El
Done [T T [ | mtemet
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You will need to enter some information on this screen:

1) Enter some information that will help you to remember the passphrase you will create for
yourself.

2) Create a passphrase for yourself (this should be a passphrase that you can remember,
you should use good security practices when ever you create a passphrase or password,
an example of a good security practice would be to use a complex passphrase or
password by using Upper case alphabetic characters, lower case characters and numeric
character an example of this would be Xut72miHt8)

3) Re-enter the passphrase you created in the previous step.

4) The click on the “Send Registration” button located at the bottom of the screen.

/2 Welcome to SecureMessenger™ - Windows Internet Enplorer =] |

| Ele Edit view Favortes Took  Help

e -
K~ [e tmsisene.acdos goviregserisrdadise 1[5 comcate error || %2 || | [aono e
Sy - = = -

SAT 4P | @ vickome to seciretessenger™! 753 Home - (Pt -y page + O Tools - (@nep - =i -

Welcome to SecureMessenger™!

mgrant@cox.net

In order to set up a secure mail account, please provide the following information:
1. Enter a clue that will help remind you of the passphrase that you will enter in step 2

ot & watch =l

&

2. Enter the secret passphrase that will allow you to unlock your message.

3. Re-enter the passphrase:

Hit the 'Send Registration’ button when you are finished.

Send Registration I

[hetps:/jsecure.azdes qoviregister/=7dad0se [T T [@meeme i -y
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The next screen that should appear will look like the one shown below. You will now close the
Internet Browser.

/2 Welcome to SecureMessenger™ - Windows Internet Enplorer

| Ele Edit view Favortes Took  Help

L

@f\) v [ httpsiffsecure azdes.goviregisterfe7dad0se

j{@,‘ Certificate Errar || ¥ | 3 IGDugle yelbs
" - -
¢ 9 @wekone to securetessenger™| | | J fif) Home - o PO+ < Page - <0 ook - (@)hep - 7 =i -
el
[
Welcome to SecureMessenger™!
Your registration has been accepted.
All future secure mail from this location will use your new hint and passphrase
fi]
[pone [T T [@meeme

In a short time you should receive another email with a subject line that reads
“[SecureMessenger]: Secure Messages Available”

Click the link in the email to launch your Internet Browser

B [SecureMessenger]: Secure Messages Available - Message (Plain Text)

0% - g

=10l x|
Fle Edit Yew Insert Format Tools Actions  Help
L?g&eply L‘&RED'Y ko Al L-.;Forﬂard & By || w @ (3 X|a-9 N l@!
From: L postmaster@azdes. gov Sent:  Tue 5/8/Z007 635 PM
To: mgrant@cox net
o
Subject:

[SecureMessenger]: Secure Messages Available

The following secure messages are availsble:

From:

MatthewGrantlazdes.gov
Subject:

Quick Connect Password
Fetrieve this message here:

https://secure.azdes.gov/ login/ 72£25£71
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This screen should then appear, you will need to enter the passphrase you created earlier in the
space provided below.

You have Secure Maill - Windows Internet Explorer =12

|
M

You have Secure Mail!

You have received a secure e-mail message from "Grant, Matthew, M" <MatthewGrant@azdes gov=_Ta read this message, use the hint
provided to determine the correct passphrase. Type it in the space below, and press "submit".

Hint: Not a watch

You may change your clue and passphrase for future secure messages by clicking here.

= z
[Securetessenger]: Secure Messages Avalable - Message (Flan Text)

Once you have entered your passphrase you will need to click on the “Submit” button located
directly to the right of the passphrase field.

You have Secure Maill - Windows Internet Explorer =12

I
&) e B[ 45 x|

You have Secure Mail!

You have received a secure e-mail message from "Grant, Matthew, M" <MatthewGrant@azdes gov=_Ta read this message, use the hint
provided to determine the correct passphrase. Type it in the space below, and press "submit".

Hint: Not a watch

You may change your clue and passphrase for future secure messages by clicking here.
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If you entered the correct passphrase your secured email will display and should look similar to
the screen shown below.
SLIE

| Ele Edit view Favortes Took  Help

@‘l’)' 2 s ffsecure azdos. goviread =] & coicsmener | 45| % [aono- e

Prnt | :p bage + ) Tooks - @He\ - Je -

o
7,\3 e {& SecureMessenger - Quick Connect Password | | J@Home -

Reply Close View Security Destroy

Date: Tue. 8 May 2007 16:43:01 -0700
From: <MatthewGrant@azdes gov=
To: <mgrant@cox net>
Sbicth Quick Connect Password
This message will expire on Tue, 22 May 2007 18:38:05 -0700.
SecureMessenger has certified this message. For a detailed report, click “View Security’.
st1\:*{behavior:url{#default¥ieooui) }

Remember your User ID is made up of one alphabetic character and six numeric characters. For example your user account contams a “0” (mumeric character) not the letter “o” (alphabetic character).
Example - A012345

The password is made up of a minimum of 8 and a maximum of 10 alphabetic & numeric characters. The password must contain at least 1 uppercase alphabetic character, 1 lower case alphabetic character and at
least 1 numeric character. Example — 12Friday

Your new User ID and Password for the DES Foster Home Licensing (a k.a. Quick Connect) application is:
Role: Role goes here for Agency name goes here
TUser ID: User ID goes here
Password: Password goes here

Please go to the following web site: https://egov.azdes.gov/dess/fhl/login.aspx?PageFrom=Admin.aspx

Once the web page is displayed on your computer screen, select the “Change Password™ button located directly under the Password field. This will take you to the screen that will allow you to change
your password to a password you choose and can remember. Please follow the process listed below to change your password:

Enter the following information in the appropriate fields:

=
Done Inkernet L 100% v
4
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